Autoliv

EFVACY NOTICE FOR THE ALV ACSP APP

Initial release: 03.03.2025 (This is the date when the document is finalized and released)

At Autoliv, we care about the safety of your data. In this notice, you will find information about how we manage
information about you and how to exercise your data protection rights.

WHO IS RESPONSIBLE FOR YOUR PERSONAL DATA?

Autoliv Development AB, with company registration number 556070-0543, (“Autoliv”) with its registered office
at Wallentinsvagen 22, 447 83 Vargarda, Sweden is processing your personal data on behalf of all legal entities
in the Autoliv Group.

Controllership and responsibility will be assumed by all Autoliv companies; please find a list of these at the end
of this notice, in Annex 1.

All personal data processing is done in accordance with the applicable privacy legislation. If you have any
questions regarding the use of your personal data, please contact our team at the Autoliv Global Privacy Office
at alv-dataprivacy@autoliv.com.

WHAT PERSONAL DATA DO WE USE AND WHY?

ACSP Logger APP (“ACSP”/ “the app”) is a mobile app developed by Autoliv for research purposes. The app is
designed to help users record mobility data and share the data with Autoliv for research purposes defined by
Autoliv’s Research projects (see Annex 2).

By connecting a GoPro camera to the app, you can start a GoPro recording when you start a trip recording in the
app. The GoPro footage is stored as a video file locally on the GoPro’s external storage (i.e. SD Card) and can then
later be downloaded to your phone before the video file is uploaded to the Autoliv data collection cloud.

Also, you can use the app to communicate with the research team in case of an accident or in case the research
team identifies that the data collection shows abnormalities such as abnormal spikes in rotation or acceleration.
The research team can send free-text questions relevant to extract information about what happened while you
as a user can answer with a predefined set of answers such as “Yes” or “No”.

The data collected in the app will be used by Autoliv with the only purposes listed on the Annex 2‘s table given
the project in which the data collection was done.

Autoliv is the controller of the processing activities and Microsoft Inc. (1 Microsoft Way, Redmond, WA 98052,
US) is a processor acting on behalf of Autoliv. Microsoft is a third party engaged by Autoliv to support the data
processing activities. You can choose to transfer the data collected by the mobile device to Autoliv’'s Azure
storage containers using HTTP over the internet.

The ACSP app does not collect any personal information from your device. We do not access any other
applications on your device. We do not monitor app data or analytics or use any tracking or analytics tools on
this app. Autoliv may send “push notifications” to update your app.

You have the option to delete your account directly in the app. This irreversibly anonymizes all their data and
deletes your email address from Autoliv’s storage.

ACSP Logger app will allow you to:
e Create a profile where you can enter information about you and the vehicle you are driving.
e Start a video recording of a ride and share the data with the research team.
e Connect your phone to external logging units such as Autoliv developed Hippo Loggers
e Connect your phone to GoPro Cameras to collect video footage of the trip.
e Communicate with the research team in case questions arise during data collection.
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Sagar Venkatesh
Added my comments and information, changes highlighted in Green

Erik Junghahn
Added more information. Changes marked in light blue.

Christian-Nils Boda
@Roxana Moldovan The footer shows a version and a data somewhat outdated. How are you usually versioning your documents? Shall we just remove the information from the footer?

Roxana Moldovan
@Christian-Nils Boda the footer date is the date of the last revision of the Privacy Notice Template. we are legally obliged to revise the template every 2 years

Christian-Nils Boda
Ah ok, the version is for the template, not for the document. Got it, thank you ☺️
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ACSP will collect the following data:

Personal data

e  Your email address
e Your ID code is

Purpose

To install and authenticate the app.

Lawful basis

Retention period

For as long as you have an

generated by Apple. Consent active account
e  Thedate youraccountis
created. Jsers that haven’t
ccessed the app in 36
months will be
automatically deleted
If you choose to: As long as you have an
e  Gender To set up your profile and to cluster active account.
e  Hight the data collection as part of the Consent
° Weight research study. For users with no activity
e  Birthyear. in the app, the data will
e Details about the be anonymized after 36
vehicle you are driving. months
Information about your trips: As long as you have an
e  Starttime/end time cord and log a trip which will be Consent active account.
e Duration of the trip to conduct research activities.
e  Geolocation/route Geolocation and time are required For users with no activity
as part of the research project to in the app, the data will be
analyze geolocation differences or anonymized  after 36
time of day difference on group months
level.
Information about your driving Consent As long as you have an
behavior: To analyze driver naturalistic active account.
e  Acceleration behavior to be used as part of the
. Rotation research project For users with no activity
in the app, the data will
be anonymized after 36
months
To collect driver naturalistic Non-anonymized data will
Video recordings and capturing behavior to be used as part of the Consent be deleted at the end of
contextual data for the trips | research project the project.
performed
Video recordings that capture To train, develop, and evaluate a @ Legitimate Non-anonymized data will
contextual data of the trips (e.g. = crash detection algorithm interest be deleted at the end of
pedestrians, vehicles, street view) the project.
Information about To get more information and Consent As long as you have an

ents you
were part of:

e  Are collected based on
the pre-defined
questions and answers.

understand the critical or near-miss
events which is of interest to the
Research team.

active account.

For users with no activity
in the app, the data will
be anonymized after 36
months

WHO DO WE SHARE YOUR DATA WITH?

If we need to share your data, we ensure that such recipient processes it by this notice, such as by entering into
data transfer agreements or data processing agreements with the recipients. Those agreements include all
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Sagar Venkatesh
@Erik Junghahn  here is it automatically deleted or the data will be anonymized after 36 months?

Erik Junghahn
It will be anonymised after 36 months. The users email will be deleted from our system which makes us unable to link the user to the data they upload.

Sagar Venkatesh
Me and Erik found it was in complete. @Per Gustafsson  I tried adding as highlighted. Could you please cross check.

Christian-Nils Boda
@Per Gustafsson Did you approve the change?

Per Gustafsson
Proposed change to wordings.

Christian-Nils Boda
Great, thanks for the quick reply.

Christian-Nils Boda
To update the retention policy

Roxana Moldovan
@Christian-Nils Boda I’ve added a new purpose and category of data in the app notice. Please check the retention

Roxana Moldovan
@Sagar Venkatesh we need to further discuss this part of the collection

Sagar Venkatesh
@Roxana Moldovan , added my comments in green, please check and confirm.


reasonable and appropriate contractual, legal, technical, and organizational measures to ensure that your
information is processed with an adequate level of protection and following the applicable law.

Categories of recipients include:

e Autolivcompanies within the Autoliv Group lined in Annex 1

e System providers that Autoliv Group engages as processors. The personal information Autoliv collects
from you is stored in one or more databases hosted by third parties such as Microsoft Inc. These third
parties do not use or have access to your personal information for any purpose other than technical
support.

e Subcontractors/consultants including system providers that Autoliv Group may work with from time to
time.

e Data backup service providers

e Authorities and law enforcement agencies, if requested for audit purposes or to verify compliance with
legal requirements

e Legal or professional advisers, where necessary for the establishment, exercise, or defense of legal
claims

We do not otherwise reveal your data to non-Autoliv persons or businesses for their independent use unless: (1)
you request or authorize it; (2) the information is provided to comply with the law (for example, to comply with
a search warrant, subpoena, or court order), enforce an agreement we have with you, or to protect our rights,
property or safety, or the rights, property or safety of our employees or others; (3) the information is provided
to our agents, vendors or service providers who perform functions on our behalf; (4) to address emergencies or
acts of God; or (5) to address disputes, claims, or to persons demonstrating legal authority to act on your behalf;
Those individuals and official authorities may be in one of the countries from Annex 1.

HOW DO WE ENSURE APPROPRIATE PROTECTION OF PERSONAL DATA WHEN TRANSFERRED ACROSS
BORDERS?

Autoliv always ensures that the same high level of protection applies to your data according to the EU General
Data Protection Regulation [Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons about the processing of personal data and the free movement of such
data, and repealing Directive 95/46/EC) and other applicable privacy acts, even when the data is transferred and
processed outside of the jurisdiction you are operative in. Your rights concerning your data are not affected when
data is transferred to a third country. If you want more information about the technical and organizational
measures or the implemented safeguards for third-country transfers, please contact our Privacy Office at alv-
dataprivacy@autoliv.com.

WHAT RIGHTS DO YOU HAVE RELATED TO THE PROCESSING OF YOUR DATA?

You have several rights related to your data and to receive information directly from us about how we process
personal data about you. If you want to know more or come in contact with us to exercise your rights and for
other types of privacy questions, please email us at alv-dataprivacy@autoliv.com.

The right to have your personal data deleted

You have the right to ask us to delete personal data about you, for example personal data that we no longer
need for the purpose it was collected for, or personal data that we process based on a consent that you wish to
revoke.

Right to be informed

You have the right to be informed of how we process your personal data. We inform you through this privacy
notice, by general employee privacy notices issued from time to time, and by answering your questions at any
given time.
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Right to receive access to your personal data

You have the right to know if Autoliv processes personal data about you, and to receive a copy (“data extract”)
of such data. Through the data extract, you will receive information about what personal data we hold about
you and how we process it.

Right to rectification
You have the right to request that we rectify inaccurate information or complete information about you that
you consider is inaccurate or incomplete.

Right to restrict processing

If you believe that your personal data is inaccurate, that our processing is unlawful or that we do not need
certain information for a specific purpose, you have the right to request that we restrict the processing of such
personal data. You also can request that we stop processing your personal data while we assess your request.

Right to object to our processing of your personal data

You have the right to object to processing your personal data, for example when the processing is based on
legitimate interest, by referencing your personal circumstances. When you object to our processing, you may
also request us to restrict the processing of that personal data (as described above) while we make our
assessment.

Right to object to an automated decision that significantly affects you

You have the right to object to our use of automated decisions or conclusions if the decision produces legal
effects or significantly similarly affects you. Please note that no automated decision-making is being conducted
within the scope of the survey.

Right to withdraw your consent
Where we process your personal data based on your consent, you have the right to withdraw that consent at
any time.

Right to lodge a complaint

If you have complaints about our processing of your personal data, you may lodge a complaint with the lead
supervisory authority (https://www.imy.se/en/individuals/forms-and-e-services/file-a-gdpr-complaint/). Please
email us at alv-dataprivacy@autoliv.com in case you need our support to identify a different lead authority or
the proper authority to contact in your country.

Profiling and automated decision-making
Autoliv does not take any solely automated decisions, including those based on profiling, that have a legal or
similarly significant effect on you.

HOW DO WE USE COOKIES AND OTHER TYPES OF TRACKING TECHNOLOGY

The ACSP app does not use cookies. Unlike websites, which often rely on cookies to store user preferences, track
activity, or deliver personalized content, the ACSP app is designed as a mobile application that stores user data
locally on the device. This approach eliminates the need for cookies or similar tracking technologies within the
app itself.

For storing user settings and preferences, the ACSP app uses secure local storage mechanisms such as
Preferences DataStore, which ensures that your data remains on your device and is not shared or used for
tracking purposes.

While the ACSP app itself does not use cookies, other interfaces associated with our services—such as our

website—may use cookies to enhance user experience and provide personalized content. Information about
managing cookie preferences on our website can be found in the Autoliv Privacy Policy, available here.
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UPDATES TO THIS NOTICE

We are constantly working to improve our data protection practices, which may involve modifications to our
processing of your personal data. If that improvement requires a notice or consent in accordance with applicable
law, you will be notified or given the opportunity to give your consent.

HOW TO CONTACT THE AUTOLIV GLOBAL PRIVACY OFFICE

Autoliv has a group data protection officer and a team of data protection specialists. You can reach all of these
individuals at alv-dataprivacy@autoliv.com.
If you specifically wish to contact Autoliv’s data protection officer, please type so in the subject line.
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Annex 1. List of Autoliv legal entities

Autoliv Europe
Autoliv Legal Entity

SNC
France Autoliv Isodelta SAS

Livbag SAS

NCS Pyrotechnie et Technologies SAS
Germany Autoliv B.V. & Co. KG

Autoliv Development AB
Sweden Autoliv Sverige AB

Autoliv Asia
Autoliv India Private Ltd.

India Autoliv Inflator India Private Limited
Indonesia Autoliv Indonesia, P.T.
Japan Autoliv Japan LTD.
Autoliv (Thailand) Ltd.
Thailand Autoliv Asia ROH Co., Ltd.

Autoliv Americas

Brazil Autoliv do Brasil Ltda.
United States Autoliv ASP, Inc.
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Annex 2. List of Research projects processing mobility data collected
with the ACSP app

Project Name

Responsible Legal Entity

Use of the collected data

Countries for data
collection

Motorcycle
Riding Data
Collection

Autoliv Development AB

Training and evaluating a safety
system algorithm

%ﬂenﬁance
any

India
Indonesia
Thailand
Japan
Brazil
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Roxana Moldovan
Check and confirm the countries of collection
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